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Development of procedures and guidelines to create and
improve secure information management systems and data
exchange mechanisms for CBRN materials under regulatory
control

Implementing partners:
Pacific Northwest Division (PNWD), Battelle Memorial Institute, USA (lead partner); University of Glasgow, UK; UK National
Nuclear Laboratory (NNL), UK

Implementation Period:
1 March 2013 – 30 June 2015

Geographical scope:
The project is international in scope

Participating countries:
International

Budget:
400,000.00 euro

Project Description:
The aim of the project is to enhance the awareness of regional, governmental and academic institutions on the importance of
information security for CBRN facilities and the steps that can be taken to enhance information security.
Based on internationally recognized best practices and IT security standards, the project will produce two core documents.
The first is a best practices document defining criteria and success metrics for deployment, operation, and maintenance of a
secure IT infrastructure; secure data storage; and information and data exchange mechanisms for CBRN materials. The second
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is a series of procedures and guidelines for establishing and upgrading secure information management systems (databases)
and data exchange mechanisms in CBRN secure IT structures and data exchange mechanisms.
The documents will be presented to government officials and IT/cyber security managers at a regional workshop to be held
in the end of 2014. Through the workshop the countries will be encouraged to use the project materials to develop plans for
implementing procedures and guidelines, as well as conducting additional workshops as a way to promote the implementation of procedures and guidelines.
The expected result of the project is to encourage a number of CBRN-related facilities to upgrade information security procedures based on guidance received.
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